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Cloud computing may bring considerable benefits to 

SMBs such as storage on demand, cost savings, and 

having numerous servers with none of the hassle. More 

than half of SMB cloud adopters with IT resource reported 

significant productivity benefits compared with only 30% 

of non-cloud users with IT resource. While cloud 

computing has its own benefits, small and medium-sized 

businesses (SMBs) should still be familiar with the 

possible challenges when moving to the cloud. 

A cloud outage is an example of a critical issue that SMBs 

may encounter when leveraging cloud services. Cloud 

outages may render business data inaccessible, or 

worse, result in data loss. What should entrepreneurs ask 

themselves before availing of cloud computing services? 

http://about-threats.trendmicro.com/smb-primers/cloud-computing-demystified/files/assets/downloads/publication.pdf


SMBs move to cloud as it allows them to leverage it in 

ways to improve productivity and support daily operations. 

With cloud computing, SMBs can access an unlimited 

number of servers and use the cloud as a storage 

platform. The cloud can also offer the following benefits: 

• Faster deployment times 

• Reduced overhead costs 

• Storage for critical data, which you can access in 

real time 

In a survey, the main factors for cloud adoption are 

flexibility (83%), increased productivity (78%), and cost 

reduction (71%). Overall, these factors allow SMBs to 

focus on gaining advantage over their competitors. 

  

http://cloud.trendmicro.com/5-cloud-computing-myths-and-truths-for-small-businesses/
http://www.ucstrategies.com/unified-communications-newsroom/cloud-adoption-by-smbs-is-growing-study-says.aspx


Imagine experiencing downtime for a couple of hours 

knowing that your company uses email and other web 

services in its day-to-day tasks. Cloud outages can 

gravely affect your business operations and 

consequently, revenue. 

Some of the causes of the outages include system 

glitches, natural disasters, power outages, network 

connectivity issues, traffic DNS routing, and failed storage 

systems. 

Outlook® experienced a server outage due to an 

overheating issue in its data center. Based on a study, the 

top causes of cloud outages in 2012 were power loss and 

backup failure. In the same study, the average downtime 

recorded was 7.5 hours. 

Google Drive™, iCloud®, and Amazon Web Services 

(AWS) also have reported outages. In January 2013, 

AWS declared an outage due to the deletion of certain 

data. 

  

http://www.techspot.com/news/51941-outlookcom-suffers-16-hour-outage-due-to-overheating-datacenter.html
http://blog.rightscale.com/2013/02/27/lessons-learned-from-recent-cloud-outages/
http://www.informationweek.com/cloud-computing/infrastructure/amazons-dec-24th-outage-a-closer-look/240145533


High availability and performance are the common 

benefits that encourage businesses to adopt cloud 

computing. However, outages are a reality that can 

significantly impact business operations. These include 

the following: 

• Inability to access resources and services 

• Inaccessible data resulting in inability to provide 

customer support and/or meet sales quota 

• Data loss, which can potentially lead to legal and 

compliance issues 

• Loss of competitive advantage and can affect your 

brand image 

• Potential decrease in revenue 

  



One of the misconceptions about cloud outages is that 

cloud providers are solely accountable for your data. They 

may be in charge of storing data, but SMBs should also 

practice data redundancy to ensure that operations run 

smoothly in spite of downtime. As previously mentioned, 

outage downtime may often last for several hours. 

Another common misconception about using cloud 

services is partnering with only one cloud provider to 

cover all the services you need. Have a backup just in 

case one cloud provider goes down, your business 

operations are not paralyzed entirely. 



You need to check certain provisions stipulated in your 

contract with your cloud service provider to protect your 

business in the event of a cloud outage. Here are some of 

the items you need to take note of: 

• Check the service level agreement (SLA) committed 

by the provider. The provider should fix and return 

computing resources to normal operations when 

technical issues arise. The SLA should also cover 

availability and performance. 

• Know who manages and maintains the security of 

your data for legal and compliance purposes. 

• Compensation for damages done for lapses like 

deletion of data or technical issues in case of data 

leakage. Once customer information is leaked, an 

authorized entity can possibly sue companies even 

though the lapse is caused by the cloud provider. 

  

http://www.forbes.com/sites/joemckendrick/2013/01/14/9-questions-to-ask-before-signing-a-cloud-computing-contract/
http://www.forbes.com/sites/joemckendrick/2013/01/14/9-questions-to-ask-before-signing-a-cloud-computing-contract/
http://mobile.blogs.wsj.com/cio/2013/03/05/cios-should-seek-contract-protections-from-cloud-providers/


To secure your company data against risks of outages, 

follow these best practices: 

• Have a recovery plan. Make sure that the recovery 

plan for your business covers resilient systems and 

an infrastructure that can withstand outages. The 

recovery plan should host cloud services in various 

availability zones. These are independent 

infrastructures located in distinct areas and are 

engineered to be highly reliable. 

• Back up your critical data. Though cloud services 

are secure, redundancy of data is still 

recommended to prevent data loss. 

• Know the provisions in your cloud vendor contract. 

Check the contract for data retention strategies and 

recovery plans to ensure the integrity of business 

data. 

• Avail of security solutions that have user access 

controls enabling you to securely access, sync, and 

share files and folders using different devices. 

http://www.trendmicro.com/us/home/products/storage-backup/safesync/index.html
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