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LEGAL DISCLAIMER

The information provided herein is for general information and educational 
purposes only. It is not intended and should not be construed to constitute 
legal advice. The information contained herein may not be applicable 
to all situations and may not reflect the most current situation. Nothing 
contained herein should be relied on or acted upon without the benefit of 
legal advice based on the particular facts and circumstances presented 
and nothing herein should be construed otherwise. Trend Micro reserves 
the right to modify the contents of this document at any time without prior 
notice.

Translations of any material into other languages are intended solely as 
a convenience. Translation accuracy is not guaranteed nor implied. If any 
questions arise related to the accuracy of a translation, please refer to the 
original language official version of the document. Any discrepancies or 
differences created in the translation are not binding and have no legal 
effect for compliance or enforcement purposes.

Although Trend Micro uses reasonable efforts to include accurate and 
up-to-date information herein, Trend Micro makes no warranties or 
representations of any kind as to its accuracy, currency, or completeness. 
You agree that access to and use of and reliance on this document and 
the content thereof is at your own risk. Trend Micro disclaims all warranties 
of any kind, express or implied. Neither Trend Micro nor any party involved 
in creating, producing, or delivering this document shall be liable for 
any consequence, loss, or damage, including direct, indirect, special, 
consequential, loss of business profits, or special damages, whatsoever 
arising out of access to, use of, or inability to use, or in connection with 
the use of this document, or any errors or omissions in the content 
thereof. Use of this information constitutes acceptance for use in an “as is” 
condition.



The level of adoption for the bring-your-own-
device (BYOD) trend in the small and medium-
sized business (SMB) market is soaring. With 
mobility in tow, BYOD is viewed as a positive 
addition for SMB workplaces. Most (94%) of 
those who use mobile devices say the technology 
increases work efficiency. According to a report, 
three-fourths (75%) believe that mobile devices 
are critical to the job.1

A Trend Micro-sponsored Osterman study found 
that the typical SMB employee uses a myriad of 
endpoint devices—desktop computers, laptops, 
smartphones, tablets—all equipped with various 
applications.2 As a result, SMBs become more 
open to risks of company intrusions.

Here are more sides to the BYOD trend that SMB 
owners and decision makers need to know and 
prepare for.

1 http://webobjects.cdw.com/webobjects/media/pdf/CDW-Small-Biz-Mobility.pdf
2 http://newsroom.trendmicro.com/file.php/209/The+Cloud+Advantage.pdf

Figure 1. Types of Apps Useful to SMB Employees
Source: CDW 2012 Small Business Mobility Report
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A compromised employee device may 
lead to legal problems.
Based on the report cited earlier, only half of IT managers say their companies 
have an effective strategy to manage and secure employees’ mobile devices. 
This entails serious consequences especially since four out of five SMBs were 
breached due to negligent and malicious employees or insiders.3

Data Protection Laws
A data breach can lead to legal repercussions for SMBs that handle sensitive 
data. Most countries have developed data protection laws that can charge you 
in case of a breach.

Without a clear BYOD plan, SMBs with employee devices that lack appropriate 
security measures are liable to the law. In South Korea and Russia, data 
collection and transfer are allowed only if security standards are met.4 Foreign 
data protection law disparities also affect businesses transferring data across 
country borders. Businesses in the United Kingdom or those with facilities there 
even need consent when processing data.5

E-Discovery
SMBs may be required to exercise e-discovery or electronic discovery measures 
to prove or refute a claim in court. BYOD can swell e-discovery costs as more 
devices means more data need to be reviewed. SMBs can be fined when 
unable to provide accurate and relevant content on time.6 Liability issues may 
arise when employees refuse to hand out devices that contain personal files.

3 http://www.trendmicro.com/cloud-content/us/pdfs/security-intelligence/reports/rpt_trend-micro_
ponemon-executive-summary-smb.pdf

4 http://www.dlapiper.com/files/Uploads/Documents/Data_Protection_Laws_of_the_World_2013.
pdf

5 http://newsandinsight.thomsonreuters.com/Legal/Insight/2012/01_-_January/Top_5_
commercial_data_security_and_privacy_issues_in_2012/

6 http://uk.trendmicro.com/imperia/md/content/uk/products/whitepapers/wp_compliancesolns_
final.pdf

Figure 2. Countries with Data Protection Laws
Source: Privacy International
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Device upkeep increases operational 
costs.
SMBs spend about 10-20%of their technology budgets on mobile spending.7 
Over half of these are spent on voice and data costs.8 This budget includes 
costs from devices, mobile software licenses, business applications, security 
licenses, device insurance, and other services.

It is important to create an effective mobile management plan when adapting 
BYOD. This can help ensure that employees will not abuse the trend with 
expensive data costs.

BYOD costs can be problematic since they cause tradeoffs in budgeting. Instead 
of hiring new employees, buying new equipment, or placing traditional ads, 
BYOD can force your hand to pay for mobile expenses instead.

7 http://www.ciol.com/ciol/features/187871/byod-adoption-smbs-increased-62-pc-2012
8 http://www.informationweek.com/smb/mobile/4-smartphone-upgrade-pitfalls-for-

smbs/240143986

http://www.ciol.com/ciol/features/187871/byod-adoption-smbs-increased-62-pc-2012
http://www.informationweek.com/smb/mobile/4-smartphone-upgrade-pitfalls-for-smbs/240143986
http://www.informationweek.com/smb/mobile/4-smartphone-upgrade-pitfalls-for-smbs/240143986


BYOD support takes significant resource 
bandwidth.
Supporting BYOD can take a significant strain on the company network and 
its IT personnel. One glaring concern is the excessive use and misuse of the 
company network when connected to personal devices. Instead of focusing on 
work, employees with access to personal applications and games may just end 
up wasting time on their devices.

IT personnel in SMBs should also be ready to face issues with accessing apps 
on mobile devices. This is challenging for most SMBs considering the wide 
range of device and app choices in the mobile market.

“IT consultants spend 
significant amounts of money 

addressing endpoint infections 
when their time and customer’s 
money could be spent on more 
strategic projects with higher 
return on time investment.”

*http://newsroom.trendmicro.com/file.php/209/
The+Cloud+Advantage.pdf

http://newsroom.trendmicro.com/file.php/209/The%2BCloud%2BAdvantage.pdf
http://newsroom.trendmicro.com/file.php/209/The%2BCloud%2BAdvantage.pdf


What SMBs Can Do to Handle 
BYOD Concerns
As discussed in the past, the BYOD trend creates security holes in a company 
network. However, apart from online threats, SMBs also face other concerns 
when adopting the trend.

Here are some measures you can apply to handle these BYOD concerns:

• Develop a BYOD plan for your company. A BYOD plan will provide a 
safety net against legal repercussions and mobile system costs. Draft a 
comprehensive, clear, and customizable BYOD policy that covers pertinent 
data deletion, location tracking, and Internet monitoring issues.

• Take advantage of mobility management solutions and technologies. 
Anticipate employee usage of mobile devices to mitigate probable pitfalls. 
Virtualization and mobile device management solutions work well in 
maximizing network bandwidth and controlling access for employees. 
Application control and mobile security solutions then make sure that your 
network do not fall victim to rising mobile infection numbers.

• Measure the benefits and impacts of BYOD programs. Most SMBs 
adopt the BYOD trend because of the increased productivity and overall 
competence it provides. However, not all take the time to gauge if the trend 
is worth the costs it accumulates. Monitor your use of BYOD to help justify 
its deployment and prevent future device security problems.

http://about-threats.trendmicro.com/smb-primers/bring-your-own-device-trend-or-threat/


©2013 by Trend Micro, Incorporated. All rights reserved. Trend Micro and the Trend Micro t-ball logo are trademarks or registered trademarks of Trend Micro, Incorporated. All other product or company 
names may be trademarks or registered trademarks of their owners.

TRENDLABSSM

TrendLabs is a multinational research, development, and support center 
with an extensive regional presence committed to 24x7 threat surveillance, 
attack prevention, and timely and seamless solutions delivery. With more 
than 1,000 threat experts and support engineers deployed round-the-
clock in labs located around the globe, TrendLabs enables Trend Micro 
to continuously monitor the threat landscape across the globe; deliver 
real-time data to detect, to preempt, and to eliminate threats; research on 
and analyze technologies to combat new threats; respond in real time to 
targeted threats; and help customers worldwide minimize damage, reduce 
costs, and ensure business continuity.

Trend Micro Incorporated

Trend Micro Incorporated (TYO: 4704; TSE: 4704), a global cloud security 
leader, creates a world safe for exchanging digital information with its 
Internet content security and threat management solutions for businesses 
and consumers. A pioneer in server security with over 20 years’ 
experience, we deliver top-ranked client, server and cloud-based security 
that fits our customers’ and partners’ needs, stops new threats faster, and 
protects data in physical, virtualized and cloud environments. Powered 
by the industry-leading Trend Micro™ Smart Protection Network™ cloud 
computing security infrastructure, our products and services stop threats 
where they emerge—from the Internet. They are supported by 1,000+ 
threat intelligence experts around the globe.


