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Data exfiltration is the final stage of a targeted attack campaign 

where threat actors steal valuable corporate information while 

remaining undetected.1  

Threat actors use a variety of legitimate and malicious tools to 

extract specific information and mimic normal network traffic. For 

instance, the EvilGrab malware, which is related to a targeted attack 

campaign, uses a Windows filter to grab audio and video files.2 

Other techniques include using backdoor malware to upload 

gathered files, file transfer protocol (FTP) to transfer files without 

consent, and WMI (Windows Management Instrumentation) to 

monitor and capture recently opened files, and web applications to 

open browsers. 

 

Figure 1: Targeted Attack Campaign Diagram 

Preventing the exposure of confidential information is a top 

challenge for most (71%) enterprises.3 Given the introduction of the 

mobile platform and the sophistication of targeted attacks, 

enterprises need to step up to protect its intellectual property, trade 

secrets, and other sensitive information. 
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Figure 2: Potential Data Threats in an Enterprise Network 

 

Data breach and data loss are the most obvious outcomes of a 

successful targeted attack. However, the following shows real-world 

consequences that come right after: 

These include all the monetary costs and resources needed for 

a company to gauge the amount of damage, find the nature of 

data stolen, and track all possible traces of the attack. 

These involve fines incurred by organizations following strict 

regulations, as those running industrial control systems (ICS).  

This is the amount that organizations already invested into 

intangible assets such as research and development advances 

and trade secrets, the theft of which can decrease their 

competitive advantage.  

Data theft from a trusted organization can easily translate to 

decrease in confidence from the industry it belongs.  
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Detecting targeted attacks at the data exfiltration stage is very 

challenging for enterprises. We recommend that enterprises assume 

compromise, enforce preventive measures, and use an airtight 

custom defense strategy that can detect threats in real time. We have 

stressed that securing the network infrastructure is the first step in 

the fight against targeted attacks.4 This time, we present these key 

points as the next vital step: protecting valuable data5: 

Every department or business unit should classify the crown 

jewels, the release of which can negatively affect an 

organization, from normal day-to-day documentation. These 

include government information, scientific research, and 

pharmaceutical formulas. Sharing and downloading them 

must require privileged access. They can be spread across the 

network to prevent threat actors from getting the whole 

information.  

PCs, mobile devices, and removable devices should be 

secured by encrypting files, disk, and removable media. 

Identity-based encryption solutions can be used to protect 

emails. Data should also be encrypted when using cloud 

applications, public or private cloud infrastructure, and virtual 

environments. 

A protected infrastructure requires multi-tiered access, where 

top-level information pieces are in a disconnected network, 

second-level ones require a special two-factor authentication 

process, while third-level ones are on regular file servers.
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