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Targeted attacks often employ tools and routines that can bypass
traditional security and allow threat actors to move deeper into the
enterprise network. Threat actors do this to access data and obtain
higher privileges that will allow them to steal additional information
of interest. Because of the nature of targeted attacks, unprepared
information technology (IT) administrators can fail to immediately
detect these attacks and end up with unseen adversaries in their
network.
To prevent this, enterprises should establish a series of rigorous,
security-related procedures. These include segmenting the network,
logging and log analysis, and ensuring that user accounts and
workstations are configured properly.

Figure 1: Stages of a targeted attack

That security breaches only happen to large companies instead of
small and medium-sized is a common misconception. In reality,
threat actors can find weaknesses in a wide range of targets
regardless of business size or industry.
As threat actors target various types of networks, companies with
improperly configured network infrastructures risk the following
repercussions:

Depending on information they already have and their goal,
threat actors may seek to escalate privileges once inside the
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enterprise. Though this is not always needed for threat actors
to advance, having login credentials and similar information
can still help them go deeper inside the network, like in
internal-only servers and databases.
Therefore, threat actors will need to find a way to steal user
names and passwords that will help them to move from one
computer to another. Tools like keyloggers and techniques
like ARP spoofing and hash dumping, are all different
methods used by threat actors to accomplish this1.

We can remember that the GhostNet cyber-espionage
network revealed in 2009 had compromised over 2,000
computers in 103 countries. The network established
persistent control of these computers on an average of 145
days, with the longest being 660 days.

Networks that are not properly configured, for instance by
segments or user access, open the entire corporate
infrastructure to data theft. In case of compromise, this
means that the whole network is open to malware and other
routines that can record keystrokes, hear meeting audio, copy
banking credentials, steal classified information, and more.
These can contribute to bigger company problems like losing
competitive advantage, suffering from a ruined reputation,
and losing money.

As the nature of targeted attacks involves staying hidden in a
network, predicting and thwarting their steps along the way is one
effective way you can help secure the company network.
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Traditional blacklisting or perimeter-based security fails in stopping
these threats. The diagram below shows critical points which IT
administrators can configure to fuel a custom defense strategy for
real-time detection.

Figure 2: Ways to secure network infrastructure for the enterprise network

Here are the main items that should be on every security checklist:
“Sharp analysts who
understand the daily
ebb and flow of
your traffic may be
able to detect a
targeted attack early
enough in the
process to thwart it
before it has a
chance to take root
and spread.”
– Jim Gogolinski,
senior threat
researcher

This involves breaking down a corporate network into
separate and logical segments. Segments may be separated
according to function or department, geographical location,
or levels of security, such as classified or top-secret
information.
As each segment is usually separated by firewalls, the local IT
department can monitor, contain, and control the network
traffic coming in and out of each one. Establishing segments
helps minimize the impact of compromise using stolen
credentials, brute-force attacks, or insiders that snoop on
confidential data.

Logging—and analyzing those logs—is critical in detecting
targeted attacks. This allows the response team to understand
which areas the attackers infiltrated or stole data from. These
data can be fed into technologies like the security information
and event management (SIEM) and security event manager
(SEM) which can gauge the health and activity of large
corporate environments in real time.
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Despite the continuing storage and costing issues, log data
can be helpful especially when tracing a successful data
exfiltration or tracing lateral movement inside your network.
Additionally, log data helps in building the company’s security
intelligence by learning about new possible tactics.2

User access to company resources is often taken for granted.
It is common for employees to have their own accounts and
workstations but enterprises need to configure the access of
each one to minimize the impact of targeted attacks. The
least-privilege model works best in this case as it regulates the
amount of information that users can access.
It is imperative that those in charge of network security develop the
mindset and tools needed to guard the network and the sensitive
data within. Given the evidence discussed, it is high time to defend
against targeted attacks and campaigns that aim to steal your
company’s crown jewels. As such, the first step is to configure your
network infrastructure in a proactive stance against targeted attacks.
Trend Micro senior threat researcher Jim Gogolinski details
important guidelines for network administrators about securing the
network infrastructure in his paper “Suggestions to Help Companies
with the Fight Against Targeted Attacks.”
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