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LEGAL DISCLAIMER

The information provided herein is for general information and educational 
purposes only. It is not intended and should not be construed to constitute 
legal advice. The information contained herein may not be applicable 
to all situations and may not reflect the most current situation. Nothing 
contained herein should be relied on or acted upon without the benefit of 
legal advice based on the particular facts and circumstances presented 
and nothing herein should be construed otherwise. Trend Micro reserves 
the right to modify the contents of this document at any time without prior 
notice.

Translations of any material into other languages are intended solely as 
a convenience. Translation accuracy is not guaranteed nor implied. If any 
questions arise related to the accuracy of a translation, please refer to the 
original language official version of the document. Any discrepancies or 
differences created in the translation are not binding and have no legal 
effect for compliance or enforcement purposes.

Although Trend Micro uses reasonable efforts to include accurate and 
up-to-date information herein, Trend Micro makes no warranties or 
representations of any kind as to its accuracy, currency, or completeness. 
You agree that access to and use of and reliance on this document and 
the content thereof is at your own risk. Trend Micro disclaims all warranties 
of any kind, express or implied. Neither Trend Micro nor any party involved 
in creating, producing, or delivering this document shall be liable for 
any consequence, loss, or damage, including direct, indirect, special, 
consequential, loss of business profits, or special damages, whatsoever 
arising out of access to, use of, or inability to use, or in connection with 
the use of this document, or any errors or omissions in the content 
thereof. Use of this information constitutes acceptance for use in an “as is” 
condition.
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Productivity at the Risk of Security

Employees have adopted the use of consumer applications in the 
enterprise environment for both business operations and personal 
purposes. Osterman Research reveals that these applications are meant 
to improve employees’ productivity and bring increased revenue to the 
company.1 However, instant messaging applications, blogging platforms, 
and social networking sites can bring certain security risks to confidential 
company data.

For instance, according to the Osterman study cited earlier, more than 
80% of enterprises have policies on usage of social networking sites but 
are not strictly implemented. There have been reported cases of misuse, 
some even resulting in employment termination. Such misuse includes 
posting and sharing confidential company data on social media websites. 
Though most enterprises recognize the security risks these applications 
bring, a Proskauer study reveals that only 33% provided trainings on the 
appropriate use of social media in the workplace.2

Visibility Gaps
Issues on visibility gaps are seen between IT administrators and 
employees’ use of applications. The use of these applications is not 
necessarily approved and remains unknown to IT administrators’ 
knowledge. In a Unisys study, employees reportedly use personal 
applications though 75% of organizations said that these are not 
allowed.3

In addition, the same study observes that there are gaps in how IT 
and employees viewed the usage of these apps. IT perceived the use 
of personal apps and devices more of a preference than a necessity. 
However, 56% of mobile elite workers stated that they use personal apps 
and bring their own devices since organizations do not provide them with 
any.

1 http://www.ostermanresearch.com/whitepapers/orwp_or_201204a.pdf
2 http://www.proskauer.com/files/uploads/Documents/2012_ILG_Social_Network_Survey_ 

Results_Social_Media_2.0.pdf
3 http://www.unisys.com/unisys/news/detail.jsp?id=1120000970023710222

Figure 1. Percentage of enterprises with social media usage policy 
Source: Osterman Research

Only 19% of enterprises used 
enterprise-grade social media 
applications during the first 
quarter of 2012.
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Not Custom-built for Enterprises
Consumer applications are typically used for customer and employee 
communications, as well as for PR and advertising purposes. In spite 
of its many uses, the security standards of these applications are not 
tailored for the enterprise environment. Consumer applications such as 
social networking sites present security risks like information and identity 
theft as well as malware infection.

What are the Security Threats to Data?

Instant Messaging Applications
The Dorkbot worm steals login credentials and receives commands from 
a remote attacker. This malware can affect employees’ systems running 
Skype for communication since they may end up divulging confidential 
information to attackers.4

BKDR_R2D2.A is a backdoor that records calls in Skype and monitors 
chat conversations on different VoIP and instant messaging applications 
like Yahoo! Messenger, MSN Messenger, and sipgate x-Lite. It also 
tracks web browsing activities.5

Social Networking Sites
Survey scams are typical ruses that target Facebook users. This type 
of scam uses social engineering to trick users into clicking malicious 
links.6 This starts a series of redirections that leads to a survey form that 
asks for personal identifiable information (PII). PII can be sold in the 
underground or used to launch attacks against an organization.

WORM_STEKCT.EVL is a worm that spreads via Facebook private 
messages.7 It sends and receives information as well as terminates 
antivirus-related processes. It also downloads malware that monitors 
private messages in Facebook, and other activity on Twitter and 
WordPress.

4 http://blog.trendmicro.com/trendlabs-security-intelligence/the-dorkbot-rises/
5 http://blog.trendmicro.com/trendlabs-security-intelligence/backdoor-snoops-on-skype-msn-and-yahoo-

messenger/
6 http://blog.trendmicro.com/trendlabs-security-intelligence/social-networking-threats-to-think- 

about-as-2012-ends/
7 http://blog.trendmicro.com/trendlabs-security-intelligence/worm-spreads-via- 

facebook-private-messages-instant-messengers/

Figure 2. Risk diagram of threats found in 
consumer applications
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10% of enterprises have suffered data breaches by allowing the use 
of social networking sites.8 While using consumer applications is cost-
effective compared with building enterprise-grade applications, it can 
also open the network to a plethora of threats.

Proskauer revealed that in 2012, around 40% percent of enterprises 
admitted that social media apps are advantageous for both work and 
non-work purposes. Osterman further cites that companies stated that 
their employees leaked crucial information via Facebook (13%), Twitter 
(9%), and LinkedIn (10%).

Securing Enterprise Data

Knowing how your organization uses consumer applications provides an 
advantage in securing your network against threats. For instance, since 
attackers typically use social engineering tactics, a security solution 
with web, file, and email reputation technologies can provide forefront 
protection. These security technologies can block threats from spreading 
across the network, while effectively evading identity theft and data loss.

Enterprises also need an additional layer of protection consisting of the 
following technologies:

• Data loss prevention

This solution supports compliance and protects data that are 
in use or in motion. It also gives IT administrators visibility and 
control for data in email, web-based email, IM, web applications, 
and network protocols such as HTTP/HTTPS, SMTP, and FTP. 
Data loss prevention also detects malicious use of data in the 
network as well as implements data policies in employees via 
alerts and reporting.

• Encryption

Data privacy is enforced by encrypting data stored in endpoints, 
laptops, and other devices via this technology. As such, 
attackers cannot access user files and folders.

IT administrators should also adopt guidelines and policies for 
employees’ use of consumer apps. Categorize or segment sensitive data 
and apply the necessary protection to these specific types of data. As 
such, enterprises can reap the benefits of consumer applications without 
compromising their security.

8 http://www.rsa.com/innovation/docs/rsa_cio_marketpulse_research.pdf

http://www.rsa.com/innovation/docs/rsa_cio_marketpulse_research.pdf
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